
Introduction 
 

Ensuring continuity of learning, 
despite disruption and challenges 
the COVID-19 emergency 
brought to the routine of educa-
tion system, is paramount for chil-
dren’s development and wellbe-
ing. The use of e-learning plat-
forms — a package of online ser-
vices that educators, students and 
parents can use to support the 
virtual classrooms — has opened 
the door to new, innovative ways 
of teaching, learning and evaluat-
ing students’ progress. E-learning 
platforms are powerful tools that 
will help teachers teach and stu-
dents learn, but they come with 
the inherent risk that personal 
information could potentially be 
used inappropriately. They might 
pose threats to privacy arising 
from the collection, use, reuse, 

disclosure and storage of the personal 
data of children.  

Children and young people are enti-
tled to have their privacy protected 
and must be able to exercise their data 
protection rights with the support of 
their parents or guardians as per Alba-
nian legislation in place.  Parents have 
to be able to assist their children and 
participate actively in the exercise of 
these rights.  

UNICEF Albania’s 2019 national 
study “One Click Away” surfaced a 
significant gap in digital literacy and 
skills between children and parents. 
Parents and care givers have limited 
knowledge, skillsets and tools availa-
ble to mitigate the risks children are 
exposed to when online. Children 
report that most of the parents sur-
veyed do not employ an active parent-
ing approach to their internet use, and 
their use of parental control        
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mechanism seems to be at a low lev-
el.       

Considering the above, the educa-
tional authorities, in close collabora-
tion with other relevant governmen-
tal bodies, national regulators and the 
ICT industry shall ensure that safety 
and privacy of children is applied as 
overarching priority, whenever inter-
net is used for educational purposes.   

The aim of this  guidance note is to 
support the educational authorities to 
incorporate child protection  consid-
erations online before, during and 
after the establishment of e-learning 
platforms. These platforms apart 
from providing remote internet edu-
cation  opportunities should also be 
explored to become an effective way 
to equip children, parents and teach-
ers with the knowledge and skills nec-
essary to stay safe online and use the 
Internet to their benefit. 

 

For educational authorities who wish, in response to COVID-19 emergency, to  
establish e-learning platform (s) through third party service providers  



Protecting children’s 

safety and privacy  

The educational authorities should fully 

respect student’s rights to safety, priva-

cy and protection of their personal 

data,  and to guarantee that the data 

collected by e-learning platforms are 

solely used for educational purposes in 

compliance with the Albanian legisla-

tion. 

The educational authorities should: 

1.  Ensure that contracts with e-learning 

platform providers and manufactur-

ers pay particular attention to safety 

and privacy of children in all educa-

tion technologies and in accordance 

with the Albanian Law “For the Pro-

tection of Personal Data”; 

  Ensure that terms and condi

 tions of the institutional agree

 ments/contracts with e-

 platform service providers or 

 third parties are clear and have 

 established controls in place 

 (including server administration 

 and hosting, maintenance of the 

 platforms databases and server 

 saved information’s, deletion of 

 personal data, etc).  

 Ensure that the purposes for 

which children’s personal data 

are being collected are limited 

to what is needed for educational 

ones and not shared with third 

commercial parties; 

 Outsourced communication tools 

on the e-platform (e.g. chat boxes 

like tawk.to) must have safeguard-

ing policies in place in terms of 

direct communication with children 

and monitoring of content shared 

through the chat application. 

 

2. Ensure that ICT expertise is in place to  

provide continues monitoring of the e-

platforms, as well as safeguard and assis-

tance to schools. 

 

3. Ensure a dedicated educational institu-

tion focal point is in place for children, 

parents, and teachers to address questions 

and queries related to their safety and pri-

vacy issues; 

 

4. Ensure the Terms and Conditions, Pri-

vacy Policies and Terms of Use of the es-

tablished e-learning platform are clear for 

children, parents and teachers.  

 Ensure this information is easy to 

access and age appropriate during 

and after registration to the plat-

form or creation of personal profile; 

 Provide, whenever possible, audio/

video materials for children, parents 

and teachers, explaining in an un-

derstandable language the terms of 

service and privacy policies of the 

platform;  

 Prohibit storing, sharing or distri-

bution of any type of inappropri-

ate internet content for children 

(adult materials, commercials, vio-

lence containing materials, etc.); 

 Ensure the platform provides a 

reporting tool for children to re-

port inappropriate content they 

see or experience on the platform. 

 

5. Ensure parental oversight and control 

over children’s activity on the platform. 

Provide audio/visual materials or tutorials 

for easy understanding of the conditions 

by parents. Ensure prior parental con-

sents are in place in case the platform 

provides children with posting or upload-

ing audio/visual materials or text on the 

platform. 

 

6. Provide capacity building and on-going 

support for teachers including access to 

resources, trainings and webinars to ena-

ble them to provide effective guidance 

and support to students and parents on 

privacy, data protection and child protec-

tion online issues.  

 

7. Incorporate up-to-date and relevant 

child protection online audio/visual edu-

cation materials on the e-learning plat-

form for children, parents and teachers to 

advance their protective skills on online 

protection and digital literacy, including 

child sexual abuse and exploitation online,  

cyber-bullying, netiquette (ethics and  

behaviour online), misinformation, etc. 

 

8. Ensure all educational digital content is 

adapted to the standards of “accessible 

web content” for children with disabilities 

using assistive technologies. 

  

 

 



Law No.9887 date 10.03.2008 ‘For the Pro-
tection of Personal Data” 

https://www.idp.al/wp-content/uploads/2020/03/
Ligj_Nr.9887_datë_10.3.2008_i_ndryshuar.pdf 

General Data Protection Regulation 
(GDPR) 

https://gdpr-info.eu/ 

UN General Assembly Resolution, “The 
right to privacy in the digital age” A/
RES/68/167 

https://undocs.org/pdf?symbol=en/a/res/69/166 

  
Resolution on e-learning platforms (Data 
Protection Commissioners Conference) 

https://edps.europa.eu/sites/edp/files/publication/icdppc-40th_dewg-
resolution_adopted_en_0.pdf 

Examples of Privacy Policies from similar e-
learning platforms 

https://www.classdojo.com/privacy/ 

Example of child friendly video explaining 
the privacy policy 

https://vid.ly/7d4i1b 

Distance learning solutions for examples of 
safety and privacy considerations. 

https://en.unesco.org/covid19/educationresponse/solutions 

Checklist for companies on children’s 
online privacy and freedom of expression 

https://www.unicef.org/csr/files/
UNICEF_Childrens_Online_Privacy_and_Freedom_of_Expression(1).pdf 

Guidelines for Industry on Child Online 
Protection 

https://digital-protection.org/2019/07/02/guidelines-for-industry-on-child-
online-protection/ 

Albanian National Child Helpline – ALO 
116 111 

https://www.alo116.al/ 

Psychosocial counselling http://nukjevetem.al/ 

Friendly WiFi http://friendlywifi.al/ 

Child online safety quiz for children http://friendlywifi.al/sq/ichild-loj%C3%AB-p%C3%ABr-sigurin%C3%AB-e-f%
C3%ABmij%C3%ABve-online-0 

Peer to Peer Manual for Online Safety https://www.unicef.org/albania/media/1266/file/Manual%20for%20Peer%
20Educators%20.pdf 

Access to School and the Learning Environ-
ment I - Physical, Information and Commu-
nication 

https://www.ded4inclusion.com/
uploads/4/7/7/8/47789531/10.access_to_environment_i.pdf 

Additional Resources  
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